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NETWORK SINGLE ENTRY POINT
FOR SUBSCRIBER MANAGEMENT

BACKGROUND OF THE INVENTION

A. Field of the Invention

[0001] This invention relates generally to communication networks, and more

particularly, to the managing/provisioning of network services.

B. Description of Related Art

[0002] Communication networks, such as Internet Protocol (IP) based

networks, can be large networks that are often maintained by network service

providers. Typically, service providers sell services and bandwidth on their

network to interested parties (e.g., end-users, corporations, etc.).

[0003] A typical IP network includes a number of network elements, such as

routers, that act together to form the network. A router is a device that

determines the next network element to which data units (e.g., packets) should

be forwarded during their trip through the network. Modern routers often support

a number of network features beyond basic routing of data units.

[0004] Network provisioning/managing may include the process of initially

configuring or re-configuring the network elements to support a subscriber or a

value-added service or technology for the subscriber. An initial step taken when

configuring a network for a subscriber is to locate the applicable network

resource that supports the subscriber. This can be a difficult task because

subscribers are generally distributed in the network as are the network

element(s) that manage the subscribers. Locating the appropriate network
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element(s) can be particularly difficult if the management entry point in the

network is not part of the subscriber's network path.

[0005] Thus, there is a need in the art to efficiently locate network resource(s)

corresponding to a subscriber when given identification information of the

subscriber.

SUMMARY OF THE INVENTION

[0006] A first aspect consistent with the principles of the invention is directed

to a device in a network comprising agents configured to collect information

relating to other devices in the network and at least one resolver configured to

identify, based on identification information of a subscriber, network resources

that manage elements associated with the subscriber to implement network

services for the subscriber. The resolver performs the identification of the

network resources in accordance with a resolution process formed based on the

information collected by the agents. The resolution process specifies a path from

the identification information of the subscriber to the network resources.

[0007] A second aspect consistent with the principles of the invention is

directed to a method implemented in a network. The method includes collecting

information pertaining to different network devices via a set of collection agents,

and identifying one or more of the network devices as network devices that

provide services to a subscriber of the network based on information that

identifies the subscriber and based on the collected information.

[0008] Yet another aspect consistent with the principles of the invention is

directed to a system that includes a gateway and a network information collector
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(NIC). The gateway receives network service requests from subscribers in a

network, at least some of the service requests requiring configuration of one or

more network elements to satisfy the service request. The NIC identifies a

management entity associated with the one or more network elements required

to satisfy the service request. The NIC includes that collected information

relating to a state of network elements. The collected information is used to

identify the management entity.

[0009] Yet another aspect consistent with the principles of the invention is

directed to a method of resolving a resolution request to identify a management

resource. The method includes receiving a resolution request that includes an

identification of a subscriber, performing a resolution process that specifies an

ordering of functions required to satisfy the resolution request, selecting resolvers

designed to perform the functions specified in the resolution process, and

controlling the resolvers to perform the functions specified in the resolution

process.

BRIEF DESCRIPITON OF THE DRAWINGS

[0010] The accompanying drawings, which are incorporated in and constitute

a part of this specification, illustrate the invention and, together with the

description, explain the invention. In the drawings,

[0011] Fig. 1 is a diagram of an exemplary system in which systems and

methods consistent with the principles of the invention may be implemented;

[0012] Fig. 2 is a diagram conceptually illustrating the interaction of the

gateway and the NIC illustrated in Fig. 1;
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[0013] Fig. 3 is a diagram illustrating an exemplary implementation of the NIC

in additional detail;

[0014] Fig. 4 is a diagram illustrating an exemplary set of data types;

[0015] Fig. 5 is a diagram illustrating an exemplary resolution graph; and

[0016] Figs. 6 and 7 are flow charts illustrating exemplary operations

performed consistent with aspects of the invention.

DETAILED DESCRIPTION

[0017] The following detailed description of the invention refers to the

accompanying drawings. The same reference numbers may be used in different

drawings to identify the same or similar elements. Also, the following detailed

description does not limit the invention. Instead, the scope of the invention is

defined by the appended claims and equivalents.

[0018] Systems and methods consistent with the principles of the invention

provide for a common management entry point into a network. A distributed

customizable naming system collects information from various network

element(s) and combines the information to provide a complete network picture

that can be used to resolve a particular network element that services a particular

subscriber. A resolution graph can be constructed that specifies the steps

necessary to resolve the network element for the particular subscriber and based

on the current status of the network. Steps in the resolution graph may be

resolved locally or at remote entities.

[0019] The description to follow may use terms, such as "network service

provider" and "subscriber" when describing certain entities in a network.
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Generally, a subscriber can include end-users, corporate entities, or other

entities. The network service provider may own and maintain network equipment

that may be used by the subscribers. A business partner may purchase services

from one or more network service providers and sell the services to its users.

Examples of such services might include Internet service, video-on-demand

services, video conferencing services, firewall services, and gaming services.

EXEMPLARY NETWORK

[0020] Fig. 1 is a diagram of an exemplary system in which systems and

methods consistent with the principles of the invention may be implemented. As

illustrated, network 100 may include a group of subscribers 110-1 through 1 10-N

(collectively referred to as subscribers 110) that may connect to a network 100,

through, for example, edge routers 170-1 through 170-Z (collectively referred to

as routers 170). Network 100 may also include one or more network information

collectors (NICs) 120 and one or more service activation engines (SAEs) 140-1

through 140-X (collectively referred to as SAEs 140).

[0021] The system shown in Fig. 1 may also include a gateway 130. Gateway

130 may be an entity that can be considered to be logically separate from

network 100 but that provides a central connection point for managing network

100. Gateway 130 may be implemented, for example, as a web server with

which subscribers 110 can communicate.

[0022] It will be appreciated that the number of devices illustrated in Fig. 1 is

provided for simplicity. In practice, a typical system may include more or fewer

components than illustrated in Fig. 1. Moreover, network 100 may include other
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components, such as additional network elements, that aid in the reception,

processing, and/or transmission of data. It should be understood that although

not shown, the devices of Fig. 1 are connected to each other either directly or

indirectly through some form of communication medium.

[0023] Subscribers 110 may represent individual users that wish to connect to

network 100. In this situation, subscribers 110 may use any device capable of

transmitting and/or receiving data to connect to network 100. For example,

subscribers 110 may use a personal computer, a laptop computer, a personal

digital assistant (PDA), a television, a telephone device, a video game console,

or the like, to connect to network 100. Subscribers 110 may connect to a

network service provider's network via one or more routers 170. The subscribers

may connect to the routers via many types of network links, such as wired,

wireless, and/or optical connections, and subscribers 110 may connect using

many types of network or network equipment, such as a cable modem network, a

digital subscriber line access multiplexer (DSLAM), or the like. In other

situations, an individual subscriber 110 may represent a corporate entity or other

entity that provides and controls network access to a number of individual users.

[0024] Subscribers 110 may obtain advanced network services from network

100. The advanced network services may allow a subscriber to change their

network experience both rapidly and dynamically (e.g., possibly on-the-fly) by, for

example, requesting one or more SAEs 140 to control router(s) 170 to which the

subscribers connect. Such network service requests may be made through

gateway 130.
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[0025] As an example of a service request, assume that subscriber 110-1

would like to initiate a connection with a video server (not shown) connected to

network 100. Subscriber 110 would like to configure the appropriate routers 170

in network 100 such that the routers guarantee a quality of service (QoS) level

needed to provide a stable video stream. Subscriber 1 10-1 may transmit this

request, illustrated in Fig. 1 as dashed line 112, to gateway 130. Gateway 130

may then request that NIC 120 identify the router that will handle the user's

request and the SAE assigned to manage the router. With this information, the

appropriate SAE may be contacted and instructed to configure the router to

implement the connection with the required QoS parameters.

GATEWAY 130

[0026] Gateway 130 may include gateway hardware and/or software that

provides an interface between subscribers 110 and SAEs 140. Gateway 130

may provide a single point of contact through which subscribers 110 can invoke

functionality of network 100. During operation, gateway 130 may receive

requests from subscribers 110, determine an appropriate SAE 140 to which to

forward the requests, forward the requests to the determined SAEs 140, and

return responses to subscribers 1 10. A response returned to a subscriber 110

may indicate, for example, whether the request was successfully satisfied.

[0027] In one implementation, a single gateway 130 can be accessed by all

subscribers 110 that wish to manage services in network 100. The single

gateway can act as a combined portal for a number of different classes of

network services, such as web services, voice over IP (VoIP) services, and
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media serving related services. In other implementations, multiple gateways 130

can be implemented, such as a gateway dedicated to VoIP and another gateway

dedicated to being a media server.

SAEs 140

[0028] SAEs 140 may include computing devices that perform functions to

deliver a requested service to a subscriber 110. In one implementation, SAEs

140 perform functions to configure one or more of routers 170 to deliver the

requested service. In other words, SAEs 140 may act as managing entities for

network elements such as routers 170. Each SAE 140 may be associated with

certain routers 170 in network 100. Before gateway 130 can configure these

routers, it must first generally identify the SAE 140 that is managing the router(s)

170 that will be implementing the service.

[0029] In some implementations, the functions of SAEs 140 may be merged

with that of routers 170. Thus, in these implementations, when configuring a

router 170, the router may be directly contacted.

NIC 120

[0030] As previously mentioned, when gateway 130 receives service requests

from subscribers, it may need to determine the SAE 140 with which it needs to

forward the service request. NIC 120 may include a set of distributed

components in network 100 that interact together to identify the appropriate SAE

140. As used herein, this identification of the appropriate SAE 140 is referred to

as "resolving" the request, and may be performed based on information, called a
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key, that uniquely identifies the requesting subscriber 110. The key may be, for

example, the IP address of the subscriber 110.

[0031] Fig. 2 is a diagram conceptually illustrating the interaction of gateway

130 and NIC 120. Gateway 130 may receive a service request from a subscriber

110 (e.g., from a subscriber "X"). To implement the request, gateway 130 needs

to know which SAE 140 controls the router that can implement the service

requested by subscriber X. Accordingly, gateway 130 may submit a resolution

request to NIC 120. NIC 120 may respond with information identifying the

appropriate SAE 140, which gateway 130 may use to attempt to implement the

subscriber's request. That is, gateway 130 may forward the service request to

the identified SAE 140.

[0032] Fig. 3 is a diagram illustrating an exemplary implementation of NIC 120

in additional detail. As shown, NIC 120 may include one or more NIC hosts 305-

1 through 305-M (collectively referred to as NIC hosts 305). NIC hosts 305 may

be software components that are distributed in network 100. NIC hosts 305

provide the framework with which the substantive components of NIC 120 are

implemented. More particularly, these substantive components of NIC host 305

may include resolvers 310-1 and 310-2, and agents 315-1, 315-2, 315-3, and

315-4. NIC hosts 305 may provide a standard set of services that are accessible

by resolvers 310 and agents 315.

[0033] In general, resolvers 310 function as the intelligence of NIC 120.

Resolvers are responsible for the resolution process. Resolvers may maintain
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the network information published by agents 315 or know how to contact agents

315 to get the information.

[0034] Agents 315 collect state information from other elements in network

100. These other elements may include, for example, SAEs 140, routers 170,

Radius Servers (not shown), LDAP (Lightweight Directory Access Protocol)

servers, or the like. Each of agents 315 may be specifically designed to collect

information from a specific network element. For example, if an agent needs to

communicate with an SAE 140, it may be implemented as an SAE plug-in (either

as a hosted plug-in or a remote plug-in). As another example, if an agent 315

needs to read information from a directory server, it can be implemented as or

include an LDAP client. Agents 315 may be implemented as "push" agents that

automatically transmit information to hosts 305 or as "pull" agents that wait for a

component on hosts 305 to request new information before transmitting.

[0035] In one implementation, agents 315 may run in one of two modes. In

the first mode, the agent is a "hosted" agent that runs inside a host 305 and may

make use of the standard set of services offered by host 305. In the second

mode, the agent is a "remote" agent that runs at a physical location remote from

the physical location at which its host is executing. In this mode, the agent may

communicate with the host via a remote communication technique such as the

Common Object Request Broker Architecture (CORBA), which is a well known

architecture and specification for creating, distributing, and managing distributed

program objects in a network.
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[0036] In Fig. 3, agents 315-1, 315-2, and 315-3 are illustrated as hosted

agents (first mode). Agent 315-1 , for example, is an agent designed to interface

with an LDAP server to obtain network directory information. Agent 315-2 is

designed to communicate with SAEs 140. Agent 315-4 is illustrated as a remote

agent (second mode). Agent 315-4 may, for example, be hosted on a remote

data source. NIC 120 may communicate with agent 315-4 via CORBA.

[0037] Agents 315 may be integrated within the framework of hosts 305

though well-defined interfaces. Depending on the amount of data and the

frequency of its change, the agent's data can be actively pushed to the hosts or

can reside on the agent and be retrieved on demand. Additionally, agents may

be added or removed from the NIC 120 as needed. For example, new or

changing network elements may be accommodated by adding agents 315 that

are appropriately designed for the new network elements.

COMMUNICATION DATATYPES

[0038] NIC 120, gateway 130, and subscribers 110 may communicate with

one another using a predefined set of data types. These data types can also be

used to define resolution graphs (discussed in more detail below). In some

implementations, the set of data types can be extended to accommodate new

data types. The new data types, once distributed to all the components in the

system, can be used like any other data type, i.e., it can be employed in the

resolution graph and can be used by agents 315.

[0039] Fig. 4 is a diagram illustrating an exemplary set of data types. IP

address type 401 may represent a subscriber IP address. IP address type 401
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may be formatted as a valid IP version 4 or IP version 6 address. IP pool type

402 represents an IP pool. An IP pool defines a range of IP addresses, which

may be specified as a simple range or as a network with exclusions. VR type

403 represents a virtual router. The virtual router type 403 may be specified by

the name of virtual router followed by the name of the virtual router that hosts the

virtual router. For example, "vr1@erx1" represents the virtual router "vr1" located

at router "erxl ." ERX type 404 may represent a physical router, such as the

edge router "erxl ." Domain type 405 represents a domain, such as the domain

"juniper.net." Dn type 406 may represent a directory distinguished name, and

may be formatted as a valid directory distinguished name according to the LDAP

specification. Enterprise type 407 may represent an enterprise distinguished

name directory and SAE ID type 408 may identify one of SAEs 140.

RESOLUTION GRAPH

[0040] As previously mentioned, the resolution process is defined via a

resolution graph. A resolution graph is a directed graph that represents the

information and the steps that should be taken starting from the key information

(i.e., information identifying the subscriber that is to be resolved) to determine the

appropriate goal (i.e., the SAE ID). A resolution graph may be constructed from

static and dynamic information. Static information may represent the predefined

properties of the system. Dynamic information can include the information

collected by agents 315, and represents the dynamic state of the system.

[0041] Fig. 5 is a diagram illustrating an exemplary resolution graph 500.

Graph 500 includes vertices, such as vertices 501-504, edges, such as edges
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510-513, and constraints. Vertices 501-504 represent the data types 400 that

are involved in the resolution process. In the exemplary resolution graph shown

in Fig. 5, vertex 501 includes IP address data type 401, vertex 502 includes IP

pool data type 402, vertex 503 includes VR data type 403, and vertex 504

includes SAE ID data type 408. In other words, a resolution that proceeds

according to resolution graph 500 would begin with an IP address. The IP

address would be used to lookup the IP pool associated with the IP address,

which would be used to determine the virtual router associated with the IP pool.

The SAE associated with the virtual router would then be looked up to identify the

SAE ID.

[0042] It should be understood that resolution graph 500 schematically

represents the resolution process. It is not necessary that an actual graph be

physically printed or otherwise generated.

[0043] Edges of resolution graph 500 represent resolvers 310 that can

perform the mapping from the data type associated with the source vertex to the

data type associated with the destination vertex. For example, if resolver "X"

stores the mapping from virtual router names to the SAE managing the virtual

router, edge 512 may represent resolver X. Edges 510-513 may each have a

cost associated with the edge. In one implementation, the cost may be "one" if

the resolver is available locally or "two" if the resolution requires a remote

resolution. The edge costs can be used to prioritize which resolver is to perform

the resolution when there are multiple edges between vertexes. In general,

lower cost resolutions are preferred over higher cost resolutions.
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[0044] Constraints are associated with edges 510-513 and are used to select

which resolver should be contacted to perform the resolution. Constraints

specify the prerequisites for traversing the edges.

[0045] To illustrate the concept of a constraint, consider the situation shown in

Fig. 5, in which two edges, edges 512 and 513, connect vertex 503 to vertex 504.

Edge 512 represents resolver X and edge 513 represents resolver Y, both of

which are responsible for performing the mapping from virtual router names to

the SAE managing the virtual router. Assume that resolver X performs its

mapping for all virtual routers on the edge router "bigfoot" and resolver Y

performs its mapping for all virtual routers on the edge router "ogopogo." Edge

512 (edge X) will then define the constraint "router name = bigfoot" and edge 513

(edge Y) will define the constraint "router name = ogopogo." An edge may only

be traversed if its constraint is met. In some implementations, an edge can have

multiple different constraints. In this situation, an edge is selected only when all

the constraints are met.

[0046] In some implementations, constraints can additionally be classified as

mandatory constraints and optional constraints. A mandatory constraint may be

defined as a constraint that must be evaluated before traversing an edge. If the

information required for evaluating the constraint is not available, the constraint is

considered not met. For optional constraints, if the information required for

evaluating the constraint is not available, the edge may still be traversed.
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SYSTEM OPERATION

[0047] Fig. 6 is a flow chart illustrating exemplary operation of gateway 130

and NIC 120 consistent with aspects of the invention. A subscriber may begin by

transmitting a request for a network service to gateway 1 30 (act 601 ). The

request may include, in addition to the network service that is requested, a key

that uniquely identifies the requesting subscriber (e.g., the subscriber's IP

address). In this manner, gateway 130 can act as a single point of entry for all

network service requests.

[0048] Gateway 130 may determine whether it knows the SAE ID associated

with the key received from the subscriber (act 602). Gateway 130 may, for

example, keep a cache of the results of previous resolution requests.

Accordingly, act 602 may include consulting the cache to determine if the

subscriber key has already been resolved. If so, gateway 130 may simply read

the appropriate SAE ID from the cache and then transmit the service request to

the appropriate SAE (acts 603 and 605). If, however, the key is not in the cache,

gateway 130 may instead generate a resolution request to NIC 120 to obtain the

SAE ID (act 604). After transmitting the service request to the appropriate SAE,

gateway 130 may receive a response from the SAE relating to whether the

service request was implemented (act 606). Gateway 130 may return the

response to the requesting subscriber (act 607).

[0049] Fig. 7 is a diagram illustrating exemplary operation of NIC 120

consistent with aspects of the invention when implementing the resolution

request performed in act 604. A resolver 310 at a host 305 may initially receive
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the resolution request (act 701 ). The resolution request includes the key

identifying the subscriber. Starting from the key, the resolver may form a

resolution plan by consulting a pre-constructed a resolution graph, such as graph

500, that leads to a completed resolution (act 702).

[0050] The resolution graph may be pre-constructed based on the functions

(edges) and data types (vertices) available to resolver 310 in NIC 120. Some of

the edges may be implemented by other resolvers in NIC 120, which may be

local or remotely distributed in network 100. The resolution graph may vary

depending on the functions available to the resolver. In some implementations,

when the resolver determines that it lacks sufficient information to form a

complete resolution graph, the resolver may request additional network state

information from agents 315.

[0051] More particularly, the resolution graph may have been generally

constructed as a two-part graph: a Meta graph and an Expanded graph. The

Meta graph may be the portion of the resolution graph that can be constructed

based on the configuration properties of the system, and may include the vertices

and the roles of the edges. The Expanded graph may be constructed based on

run-time system information, such as an indication of which resolvers are up and

running and as well as dynamic constraint values for these resolvers. Together,

the Meta graph and the Expanded graph form a complete resolution graph.

[0052] From the resolution graph, the resolver 310 may evaluate the

constraints and costs associated with the graph to determine which other

resolvers (if any) in NIC 120 will be used to perform the resolution (act 703). The
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resolver may then implement the functions in the resolution graph by either

performing or delegating these functions to other resolvers (act 704). Finally, the

resolver may return the resolved vertex (i.e., the SAE ID) to gateway 130.

CONCLUSION

[0053] Techniques are described above that use a gateway to act as a

common management entry point into a network. Agents in a NIC gather state

information relating to different network elements. The state information may

then be used to flexibly resolve which network elements need to be contacted to

provide a particular subscriber with a particular service.

[0054] The foregoing description of preferred embodiments of the invention

provides illustration and description, but is not intended to be exhaustive or to

limit the invention to the precise form disclosed. Modifications and variations are

possible in light of the above teachings or may be acquired from practice of the

invention.

[0055] For example, while series of acts have been presented with respect to

Figs. 6 and 7, the order of the acts may be different in other implementations

consistent with principles of the invention. Also, non-dependent acts may be

implemented in parallel.

[0056] No element, act, or instruction used in the description of the present

application should be construed as critical or essential to the invention unless

explicitly described as such. Also, as used herein, the article "a" is intended to

include one or more items. Where only one item is intended, the term "one" or

similar language is used.
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[0057] The scope of the invention is defined by the claims and their

equivalents.
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